IMPOOECCUOHAJIBHASI ObPA3OBATEJIbBHASI ABTOHOMHA A
HEKOMMEPYECKAS OPTAHU3ALIUA
«HAITMOHAJIbHBIM MHHOBAILIMOHHBLIN KOJIJIEJX»

PACCMOTPEHO: YTBEPXIAIO:
Ha 3acenanuu meTonueckoro copera Hupexrop [IOAHO «HUK»
[IpoTokoa Ne 5 ot 30.05.2022r. I'.I". AMuHoBa

[Tpuka3 Nel134-7/1 ot 31.08.2022r.

®OH/JI OHEHOYHbIX CPEJICTB
JUISL TIPOBE/ICHUSI TEKYIIEro KOHTPOJIS yCIIEBAEMOCTH, TPOMEKYTOUHON aTTeCTaluu
oOydJaronmxcs mo y4eOHOU JUCIUTIIIMHE
OIL.11. KOMIIBYOTEPHBIE CETU
no cnenuanbHocTr 09.02.07 «MHbOpMAIMOHHBIE CUCTEMBI U IPOTPAMMHUPOBAHUE)
1o mporpamMme 6a30B0oi MOATOTOBKH
Ha 06a3e OCHOBHOI'O 001Iero 00pa30BaHus;
¢dopma 00yueHUs — OYHAS; OUHO-3a0YHAs; 3a04YHAs
KBanudukamnms BBITYyCKHUKA — IPOTPAMMUCT

r. Maxaukana-2022



®onn omeHouyHBIX cpeAactB mo ydeOHou aucnumumHe OIL11. KOMIIBIOTEPHBIE
CETMU pa3zpaborana Ha ocHOBe DeiepaabHOro rocyJapCTBEHHOTO 00pa30BaTeIbHOTO CTaHAapTa
(manee ®I'OC) cpennero obmiero oOpa3oBaHMs, YTBEPKAEHHOTO MpuUKa3zoM MuHOOpa3oBaHUs
o Poccun ot 17.05.2012 roga, Ne 413 (c usmenenusimu ot 29.07.2017).

KBanudukariys BEITYCKHUKA — IPOTPAMMUCT

Opranmn3zanus-pazpadorunk: [IOAHO «HanuoHaabHBIM HHHOBAIIMOHHBIN KOJUICK)



ITACIIOPT

(l)OH)Ia OLCHOYHBIX CPEACTB MO TUCHUIIJIMHE «KOMHLIOTepHLIe ceTnm»

Ne KonTponupyemsbie pazaensl, Koa xonTponupyemoi HanmenoBanue
TEMBI, MOJIyJIN KOMIIETCHIIUH OLICHOYHOT'O CPEJICTBA

1 Paspen | OK 01; OK 02; OK 05; [TonroroBka pedeparos;
Apxwurektypsl 1 anmnapatieie | OK 06; OK 09; OK 10 KOJIJIOKBHYM;
KOMITOHEHTBI KOMITbIOTEPHBIX TECTUPOBAHUE;
CeTed U CUCTEM IIOArOTOBKA JCCE.

2 Paznen Il [IK 4.1; TIK 4.4. [ToaroroBka pedepaTos;
MexceTeBble afanTepbl U KOJUIOKBHYM;
npaiiBepsl TECTUPOBAHUE;

MOATOTOBKA 3CCe.

3 Pazpen 111 OK 01; OK 05: OK 09. [TonroroBka pedeparos;
Hcnons3oBanue KOJUIOKBUYM;
MapuIpyTH3aLUH [IK 4.4 TECTUPOBAHUE;

noATO0TOBKA 3CCE.




IIpumepHbIii epeYeHb OLEHOYHbIX

CcpeacTB
Ne | Haumenona Kparkasi xapakTepucTUKA OLIEHOYHOT 0 IIpencraBienne
n/n HHE cpeacrsa OILIEHOYHOI'0
OLIEHOYHOI0 cpeacTBa B
cpeacrsa donp
e
1 2 3 4
1 KomnokBuym | Cpencrso  kontponss  ycBoeHus — ydeOHoro | Bompocsl mo
Matepuaga TEMbI, pas3lelia WIH pa3felioB | TeMam/pas3ziel
JTUCHUILIMHBI, OpPraHM30BaHHOE KakK Yy4yeOHOe | aM
3aHATHE B BUJIE co0OeceoBaHUs | AUCLUILIMHBI
[E€Jaroru4ecKoro
pabOTHHKA ¢ 00YJAIOIMMHUCS.
2 | Kpyrumsiit OueHouHbIE CpeCTBa, IO3BOJISIONIME BKIIOUUTh | [lepeuenb
CTOJ, o0Oyuaronuxcst B IpoLecc 00Cyx AeHUs JUCKYCCHOHHBIX
JUCKYCCHS, CIIOPHOTO BOIPOCA,TPOOIIEMBI U OIICHUTh UX TEM.
MOJIEMHKA, yMEHHUE apryMEHTHUPOBATh
JACITYT, COOCTBEHHYIO TOUKY 3PECHHUSI.
nedaTsl
3 | Pedepar [IpoaykT caMmocToATENbHON PabOTHI CTYACHTA, Templ peeparon
MIPEICTaBIISAIONINI cOO0 KpaTKOe U3JI0KEHNE B
MHCbMEHHOM BUJIE MIOJTYUYEHHBIX PE3yJIbTaTOB
TEOPETUUECKOTO aHaJTN3a OMPEIETICHHOMN
Hay4yHOU (yueOHO-HCCIIeI0BaTEIbCKON) TEMBI,
/i€ aBTOP PAaCKPBIBAET CYTh
HccaeayeMon po0IeMbl, TPUBOAUT
pa3InyHbIe TOUKU3PEHUS, a TAKKE
coOCTBEHHBIE B3IJIS/IbI HA HEE.

4 | Verapri CpencTtBo  KOHTpOJsl, OpraHuM3oBaHHOe  Kak | Bompockl nmo
ompoc/ crienranbHas Oecesia meaarornyeckoro paboTHUKA | TeMaM/paszen
cobeceoBaH | ¢ OOydYarOIIMMCSI Ha TEMbl, CBS3aHHBIE C | aM
ne/ M3y4yaeMoOil JUCUUIUIMHOM, M PACCUUTAHHOE Ha | JUCIUILIMHBI

BBISICHEHHE 00beMa 3HAHUM
oOydarolerocss MO OIpeNeJIeHHOMY pasJeny,
Teme, MpolseMe U T.1.

5 | CamocrosTe CpencTBo npoBepKH YMEHUN IPUMEHSATh Kommtexr 3amanmuit
JbHAs MOJTyYEHHBIC 3HAHUS 110 3apaHee ONpeIeTIeHHOM
pabota METOAMKE ISl pelIeHUS

3a/1a4 WK 33JIaHUM 110 MOYJIIO WIIA JUCHUILIMHE B
LIETIOM.

6 | Tecr Cucrema cTaHIapTU3MPOBAHHBIX 3aJaHU, Donp TECTOBBIX
H03BOJIAIONIAA ABTOMATH3UPOBATE IIPOLEYPY 3aflaHnn
M3MEPEHUS YPOBHS 3HAHUM U
YMEHHI 00y4Jaromerocs.

7 | Occe CpencrBo, MO3BOJAIONIEE  OIEHUTh  YMEHHE Temaruka scce
oOydaroierocss MUCBMEHHO  M3JaraTh  CyTh
MOCTABIIEHHOW  MpoOJEeMBbl,  CaMOCTOSTENLHO
MPOBOAWTh  aHAaNM3  ATOW  MPOOJNEeMBI  C
WCIIOIb30BAHUEM KOHLENUUNA W aHAJTUTUYECKOTO
WHCTpYMEHTapUst COOTBETCTBYIOIIEH
JUCIWIUIMHEI, JeJIaTh BBIBOALI, 000OIIaronme
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ABTOPCKYIO TO3HIIHIO T10
MOCTaBJICHHOM MpobiieMe.

KpnTeplm OIlEHMBAHMA 110 JUCHUILTIMHE «OCHOBBI nmbopMaunonnoﬁ 0€e30macHOCTH»
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COOCTBEHHYIO
OILICHOYHYIO
MO3UIIHIO;
JIOTTYCKaeT
rpyboe
HapylIeHHe
JIOTUKH
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CTYICHT B
OCHOBHOM
3HaeT
IIPOrpaMMHBII
Marepuai B
00BEME,
HE00XO0IUMOM
JUIS
MpeaCcTosIIEH
paboThI IO
npodeccuu,
HO OTBET,
OTINYAETCS
HEJI0CTATOYHO
H ITOJTHOTOM U
00CTOATEIBLHO
CTBIO
H3JI0KEHUS,
JIOTYCKaeT
CYIIECTBEHHBI
€ OIINOKH U
HETOYHOCTH B
H3JI0KEHU U
TEOPETUIECKO
ro MaTepuana,
B IICJIOM
YCBOUII
OCHOBHYIO
TUTEPaTypYy;
oOHapyKuBae
T HEYyMEHUe
MIPUMEHSITh
TOCY/IapCTBEH
HO-TIPABOBEIC
TIPUHIIHITHI,
3aKOHOMEPHO
CTUU
KaTeropuu
TS
00BACHEHUS
KOHKPETHBIX
(bakToB u
SIBJICHUM;

CTYJIEHT JJa€T OTBET,
OTJIMYAFOIIMIACS
MEHBIIICH
00CTOITEIBHOCTEIO
U TIIyOMHOM
HU3JI0KCHHS
00HapyXUBaAET MPH
3TOMTBEPIOE

3HaHU
emarepuana;
JIOITYCKaeT
HECYIIIECTBEHHBIC
OIINOKH U
HETOYHOCTH B
H3JIOKECHHUHT
TEOPETHYECKOTO
Marepuaa;
WCIIPaBJICHHBIC

IOCJI

€ IOTIOJTHUTEIILHOI'O
BOIIPOCA;
OTUpaeTCs
MOCTPOEHUHU

pu

OTBET
aTOJILKO

Ha
00s3aTeNbHYyI0
JUTEPATYPY;
MOJTBEPKIaeT
TEOpeTUYECKHE
MOCTYJIaThl
OTJEJIbHBIMU
npuMepaMu

"

3I0PUINYECKON
NPaKTUKH; CIIOCOOEH
NPUMEHSATH 3HAHUE
TEOPHH K PEIICHHIO
3a1a4
po¢eCCHOHAIBHOTO
XapakTepa;
HaOJIroJaeTcst
HE3HAYUTEIFHOE
HapyILIEeHUE JTOTUKH
HN3JI0KEHUA
MmarepHara.

CTYACHT JAeT MOJIHBIN
U TPABWIbHBIA OTBET
Ha TIOCTaBJICHHbIE
"
JIOTIOTHUTEJIbHBIE
(ecmm B TaKOBBIX
ObLI

aHEOOXOIUMOCTH )
BOIIPOCHI:
0OHapy»K1B
aer
BCECTOPOHHEE
CUCTEMHOEH TITy0OKOe
3HaHUEeMaTepHaa;
00CTOSITENTEHO
packpbIBaeT
COOTBETCTBYIOIIUE
TEOPETUYECKHE
MOJIOXKECHUS,
JIEMOHCTPUPYET

3HaHHE
COBPEMEHHOM
yueOHOM MHAay4HOM
JTUTEPaTyphl; BIaJCeT

MTOHATUIH
BIMaMNMNapaTom;
JIEMOHCTPUPYET
CIIOCOOHOCTH K
aHaIu3y u
COTIOCTABJICHUIO
Pa3IMYHBIX MOIXOJ0B
KPEILIEHUIO

3asIBJICHHO
HnpoGieMaTHKy;
MOJITBEPKIACT
TEOPETUICCKHE
MTOCTYJIAaThI
pUMepaMu

u3
FOPUANYECKON
MPAKTUKU; CIIOCOOEH

TBOPYECKHU
MIPUMEHSITH 3HAHUE
TEOPUUK

PEIICHUTO
npodeccuoHanb
HBIX3a/a4;
UMeeT

COOCTBEHH

YIOOLIEHOYHYIO
MO3ULINIO U




cce

Tema 3cce Tema B LeIoM  Tema | paboTa OTBE4aeT
HE packpbiBaeTcs ACCEePACKPHITA, BCEM
packpbITa; Ha OCHOBE BBIBO/IBI MPeIbSABISIEMbIM
MaTepuai WCTOJB30BaHU | c(hOpMyITUpPOBAHHI, TpeboBanusMm. Tema
U3II0KEH sl HECKOJIBKUX HOHEJIOCTaTOYHO | 3CCE pacKpbITa
0e3 OCHOBHBIX U 000CHOBAHBI; MOJIHOCTBIO, YETKO
COOCTBEHHO JIOTIOJTHUTENbH UMeeTCsiaHaIn3 BBIpaKEHA aBTOPCKAast
i OLICHKH U BIX HEOOXOMMBIX MO3UIHS, UMEIOTCS
BBIBO/JIOB; HCTOYHUKOB; MPABOBBIX ~ HOPM, | JIOTUYHBIE U
OTCYTCTBYIO cimabo co 000CHOBaHHBIC
T CCBUIKM Ha | OTpakeHa CCBUIIKaMU BBIBO/IbI, HAIlMCaHa C
HOPMAaTUBH coOCTBEHHAs HAHEOOXOJUMBIE | UCTIOJIB30BAHUEM
ble MO3UIHS, HOPMaTUBHbBIE 001b11I0TO
MIPaBOBbBIC BBIBO/IBI MIPABOBBICAKTHI; KOJIMYECTBA
HCTOYHUKHU. HUMEIOTCS, HO UCIOJIb30BaHA HOPMAaTUBHBIX
Nwmerorest OHH HE HeoOXouMmast MIPABOBBIX aKTOB Ha
HEJOCTaTK! 000CHOBaHBI; KaK OCHOBE
1o MaTepuan OCHOBHasl, TaK PEKOMEHIOBaHHOM
odopmiieHn W3II0KEH u OCHOBHOM U
10 paboTHI. HEMOCIIe0BAT | JAOMOJIHUTEIbHAS JOTIOJTHUTETHbHON
TekctyanpHO | enbHO, O3 JTUTepaTypa; nuTepatypsl. Ha
e COOTBETCTBYIO | HEIOCTATOYHO BBICOKOM YPOBHE
COBIIaJICHUE ie i YEeTKO BBITIOJTHEHO
BCETO 3CCe ¢ apryMEHTAIlUU | TIPOSIBIISICTCS odopmiieHre paboTEHI.
KaKuM-ITH00 Y aHanm3a aBTOPCKAsTIO3UITHS.
HMCTOYHUKOM, | MPABOBBIX I'pamotH
TOECTh — HOPM. oeodopMIIeHHE.
IUIaruar. Nwmerores

HEJO0CTaTKHU O

0(hOPMIICHHUIO.

Tecr 0% -50% 51% - 64% 65% - 84% 85% - 100%
HpaBUJIBH HpaBUJIBHBIX IIPaBUJIbHBIX IIPaBUJIbHBIX OTBETOB
bIX OTBCTOB — OTBETOB — OIICHKa — OILIEHKA
OTBCTOB — OIICHKa «XOPOILIO», «OTIUYHO»

OIICHKA «YIOBJIETBOPH
«HEYNIOBJICTB | TEIBHOY
OpPUTETHHOY

Peepar | ObHapyxuBaet| Bonpoc Bonpoc packpsIT | Bonpoc
gg HJIIeI’IeHIB PacKpBIT Oonee qem PacKpBIT
npe/icTaBiIenne| TACTHIHO HAIlOJIOBHHY, HO 0e3 | MOJHOCTEIO U 0e3
oTeme, 0o OIHOOK. omuoOoK, pedepar
TEMaHC -Pedepar Nmerot HalucaH
an oaniﬁg’,H HamnucaH ¢Sl HE3HA4YUTEIbHbIE | IPABUJIBHBIM
pabota HEOpEexHO, W/WIM  eAMHUYHBIE | TUTCPATYPHBIM
CKOIIMPOBaHA | HEAKKypaTHO, | OIIMOKH. A3bIKOM Oe3
u3 HHTngeTa MCIOJIb30BaHbl | Mcmonb30BaHbl IrpaMMaTiecK
CCHHKHG?’ HE CCBUIKH MeHee dem | MXOMIMOOK B

OOIIENPUHSATHI | Ha oJjoBuHy | TOPHANICCKOU
Ha € COKpAIICHHS, | PCKOMEHIOBAaHHBIX TCpMHUHOJIOrUH,
ngBOI/ICTO‘-IHI/I 3aTPY/HSIONH | 110 JAHHOMY YMEJIo
' € EENPOUTEHHNE Borpo | ACTIOJIB30BAHDI
CYHCTOYHHKOB CCBUIKM Ha
) npapa | MCTO'HHMKH Npasa.
JlomymieHo 3-/ JlomyteHbr 1-2




4 pakTrueckue
OIITMOKH.

(dbakTH4ecKue
OIIMOKH.
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11.
12.
13.

0.
. XapakTepucTHKa rpolecca nepeiayu JaHHbIX
12.
13.
14.
15.
16.
17.
18.
19.
20.

BOHPOCLI AJIAA KOJIJIOKBUYMOB, coﬁecenonannﬂ
o JTUCHUIIJIMHE «KOMHLIOTepHLIe ceTn»

Pasznen |
APXHMTEKTYPHbI U aniNapaTHbIe KOMIIOHEHThHI KOMIIBIOTEPHBIX ceTeil U CHCTeM

OcHOBHBIE IOHATHA U KJIaCCU(UKALIUS KOMITBIOTEPHBIX CETEH
['uneprekcToBbie CIOCOOBI XpaHEHHUS U MIPEJICTaBICHHS HH(POpMAIUU
OcHoBHbIe BUIBI yTPpo3. CIIOCOOBI MPOTUBOCHCTBHS yTpO3aM.

ITpaBoBBIe OCHOBBI (hopMUpPOBaHMs HH(OPMALIMOHHOTO 001ecTBa B Poccuu.
Wronorust — Hayka 00 HHOOPMAITMOHHBIX TEXHOJIOTHIX.

Crannaptuzanus HHQOPMAIIMOHHBIX TEXHOJIOTUH.

[lepcriekTHBBI pa3BUTUS UHPOPMALIMOHHBIX TEXHOJIOTUI

DOBOJIOLUS KOMITBIOTEPHBIX ceTel

[IpuMeHeHne KOMIIBIOTEPHBIX CETEN

OCHOBHbIE TOHATHSA U ONPENIEICHUS KOMITBIOTEPHBIX ceTel

OcuoBnbie nousatust —JIBC.

OcHOBHBIE OTJIHYHS OT (haHIOBBIX CHCTEM.

Haznauenue u ¢pyHKIMM 0a3bl TaHHBIX.

[ToTpebHOCTH MHDOPMAITMOHHBIX CUCTEM.

OcHOBHBIE PYHKIIMU Y TUTIOBAsI OPTraHU3AIMSI CETEBBIX CUCTEM.
Anpecanus B IP ceTsix, mojiceTH, CTpyKTypa nakera nepefadn JaHHbIX.
OO01re NPUHIUITBI TOEPKAHUSI IETTOCTHOCTU JJAHHBIX B CETSX.
CeteBble TPOTOKOJIBI IEPEAAUN JAHHBIX.

Ortansl pa3paboTKH 0TKa30yCTOMUUBON ceTeBOi HHPACTPYKTYphl, KPUTEPUN OLIEHKH KauecTBa

JIOTHYECKOM MOJIENN TaHHBIX.

Pazgen |l
MexceTeBble aianTepbl U ApaiiBepbl

AnmnapaTHoe oOecrieueHre KOMITbIOTEPHOM CETH
[IporpamMmMHoOe oOecrieueHre KOMIIBIOTEPHON CETH
CerteBble uHTEpdENCHI

Knaccudukanys KOMIObIOTEPHBIX CETEH

Tononorus KOMIbIOTEPHBIX CETEN

Meroas!l focTyna K cpesie nepeaadn JaHHbIX

Ceresas monens OSI/ISO

OCHOBHBIE ITOHATHSI CETEBBIX MPOTOKOJIOB
Oco0eHHOCTH pacpOCTPAHEHHBIX CETEBBIX MPOTOKOJIOB
[TpuHIUTIBI paOOTHI MPOTOKOJIOB PA3IUYHBIX YPOBHEH
XapakTepUCTUKH JIMHUH CBA3U

becnipoBoHbIE TMHUHN CBA3U

Tabnuia KoMMyTalKu.



14.
15.
16.
17.
18.
19.
20.
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0.
. MMC koHco:1b — c110c0ObI KOMIIOHOBKH CEPBHCOB B €IMHOE OKHO YIIPABICHHUS.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Cratuyeckas 1 [UHaMHuYecKas Tabauna.

CemanTtuyeckas U pU3NIECKasi MOAEIH CETEBOU CPE/IbI.

Omnpenenenue Tpan3akiuu. Knaccudukarus orpaHi4eHUA TpaH3aKITHi.

[Tpobnembl napamuienbHON paboThl TPaH3AKIIHIA.

Mertoapl 60pb0BI ¢ TpobIeMaMy TapaJIIETbHON padOTHI TPAH3AKIIUA.

XKypHanu3zaius BEIIOIHEHUS TPAH3aKIMNA CeTeBOM cpebl. «JKecTkue» U «MATKue» coou.
ApxuBalys U BOCCTAaHOBIIEHHE KOHQUTypauii.

Pasznea 111
Hcnosib30BaHue MAPIIPYTH3AUH

MapuipyTu3sanus 1akeToB

TexXHOJIO0rnH JTOKaIbHBIX KOMIIBIOTEPHBIX CETEH

TexHon0rHM TTI00ATEHBIX KOMITBIOTEPHBIX CETEH

OcHoBHBIE TOHATHS HH)OPMAITIOHHON 0€301TacCHOCTH

ApPXUTEKTYpa «KIUEHT-CEPBEPH.

Pacrnipenenennsle cern.

Pacnipenenennblie TpaH3aKUuH.

JIoOMeHHasi TOIOJIOTUS FOJI0BHOrO oduca 1 (puInanos.

Tepmunonorus Vlan.

I'pynnoBble NOTUTUKH OE30IIACHOCTH — CHPOEKTUPYHTE KOHPUTypaLHIO.

VPN TyHHenM — npeiHa3HaueHue, KOHPUTypUpOBaHUE.

Opranu3zaliioHHbIE TOAPA3IEICHUS KaK CTPYKTYpHas equHuIia B cepseproit OC.
CewmetictBo nporokonoB TCP/IP: coctaB u Ha3HaueHue.

CnocoOs1 angpecaruu B [P-ceTsix.

XapakTeprucTuKa MPUKIaJHBIX cepBUCOB ceTu Internet.

XapakTeprucTUKa U TUIOBask CTPYKTypa KOPIIOPATUBHBIX KOMIIBIOTEPHBIX CETEH.
[IporpaMMHoOe o0ecriedeHne KOPIopaTUBHBIX KOMIIBIOTEPHBIX CETEH: COCTaB U Ha3HAUEHUE.
CocTaB 1 Ha3HaYEHHE CETEBOT0 000PYAOBAHMS KOPIOPATUBHBIX KOMITBIOTEPHBIX CETEH.
OCHOBHBIE ITyTH COBEPILIEHCTBOBAHUS U Pa3BUTUSI KOMIIBIOTEPHBIX CETEH.

KoHTpPOJ/IbHO-011eHOYHBIEC MATEPHAJIBI AJISl TEKYILIEro KOHTPOJIA
Pazneu |
APXHUTEKTYPbI U ANINAPATHBbIC KOMIIOHEHTHI KOMIIBIOTEPHBIX CeTeil M CHCTeM

Tema 1.1. — XapakTepuCTHKH U MOHATHSA KOMIILIOTEPHbIX CeTel
Ha3naueHne KOMIIBIOTEPHBIX CETEN.
Knaccudukanms cereid.
ba3oBble ceTeBbIE TONOJIOTUN CETEH.
KoMOuHMpoBaHHBIE TONOJIOTHH.
Konduryparmm KoMnblOTEpHbIX CETEH.
Meton noctyna K cpefie nepeadu, X XapakTepUCTUKU
CereBble anantepsl. KoHIIEHTpaTOpHI, NX Ha3HAYEHHUE U KJIacCUPUKAIIHS.
Moctsl. KoMmyTaTOphI

Tema 1.2.- XapaKkTepucTHKH ceTeii

dusnyeckas rnepeaaya JaHHbIX
[IpuHIMIIBI TAKETHOM Nepenadn JaHHbIX
[lonsiTHE ceTeBOM MOEH.
CereBast monens OSI
Mopnens TCP/IP
dusnyeckuit ypoBeHb TexHonoruu Wi-Fi B aranonnoit mogenu OS| Wi-Fi crannapra G

10
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Tema 1.3.- TCP/IP — npoToKoJ HHTEPHETA H COBPEMEHHBIX JOKAJIbHBIX CeTeid.
[TpukianHbIe CETEBBIC TPOTOKOIBI
SMTP/POP3/IMAP — 11o4TOBBIE IPOTOKOJIBI
SMB/CIFS — ¢aitnooOMeHHBIN TPOTOKOJI CETH
Microsoft HTTP/HTTPS — ocuoBHoii mporokon mis Web 1.x-2.x
FTP — ¢aiinooOMenHbIii mpoTokon B UHTepHETe
OcHoBsl Mapiipytusaiuu B cetsx 1TCP/IP
Cnyx0a nomennbsix uMmeH — DNS Jlunamuueckoe pacnpenenenue |IP-anpecor
Tabmuia ARP
Tunel noncereit

. Crartunyeckas Mapuipytusanus Junamudeckast MapIpyTu3anus

Tema 1.4. — OcBoeHne 6a30B0ro (PyHKIMOHAJIA AJIs PadOTHI ¢ pa3IuYHbIMUA THIAMHE Wi- Fi

YCTpPOIiCTB
Pexxumbl pabOTHI TOYKH JOCTYIIA, UX HACTPOIKA ¥ IPUMCHCHHE
Pexxum Ad Hoc wu pesxxum «Touka-Toukay
Pexum Infrastructure Tomonorus cereri Wi-Fi
bezonacHOCTh OECITPOBOIHBIX CETEH

Paszgea |1
Me:kceTeBble ajanTepbl U ApaiiBepbl
Tema 2.1. — Ha3znauenue |IP aapecon
Crpykrypa IP anpeca. Anpecanus B UnTepHer
Craruueckue u tuHnamuueckue IP agpeca.
IIpoTokon auHamuueckoit koHpurypauuu xocroB DHCP
YcranoBka DHCP cepsepa
Hacrpoiika o6nactu DHCP
Hacrpoiika napamerpos DHCP

Tema 2.2. — Pa3zpemienue uMEH y3J10B ¢ ucnojab3oBanuem DNS
Nwmena NetBIOS nu DNS
Hacrpoiika pa3pemeHuss IMEH Ha KIIHEHTE
Hacrpolika paspelienus UMEH y3JI0B
YcranoBka ciyx0b1 cepsepa DNS
Hacrpoiika cBoiicTB ciyx0b1 cepBepa DNS
Hactpoiika DNS 301
Hactpoiika kmueaToB DNS
Hacrpoiika nepenaun 300 DNS

Tema 2.3. - Pazpemienne umén NetBIOS ¢ ucnosanzoBannem WINS
YcranoBka 1 HacTpoiika ciayxObl cepsepa WINS
VYnpasieHue 3anucaMu
Hacrpoiika perumkanum

Pasnean I11. Ucniosib30BaHue MapIPYyTH3ALMHU
Tema 3.1.- XapaKkTepucTHKH MapIIPYTH3AIUH

BBenenue B MapipyTrU3anmio

Tabnuua MapupyTu3anuu

VYcraHoBKa M HACTPOUKA CITY>KOBI MapIIpyTH3AIUN

0O0630p MPOTOKOJIOB AMHAMUYCCKON MapIIpyTH3AITUN

Pab6ora nmportokosa Routing Information Protocol (RIP)

Hacrpoiika RIP Ha mapmpyTtuzaropax
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Tema 3.2. - YnpaBjieHue ceTbI0
[TpoGieMb! ynpaBlieHUsI CETEBBIMU YCTPOUCTBAMU
baza manneix Management Information Base (MIB)
SNMP — npocToii MpOTOKOJ YIpPaBIECHUS CETHIO
VYcranoBka u HacTpoitka SNMP
Ucnons3oBanue SNMP

Tema 3.2. — IP Bepcuu 6
Beenenue B IPV6
Tunet angpecos IPV6 Apxurtektypa anpecoB B IPV6
CoBmectHOe ucnosibzoBanue IPv6 u IPv4 Hactpoiika IPv6
[Tpo6aemsr IPV6

CamocrosrenbHas padora Ne 1
XapakTepuCTHKH M MOHATHS KOMIbIOTEPHBIX ceTeil

PoJib KOMITBIOTEPHBIX CETEH B MUpE TE€IEKOMMYHUKALUH;

Ucropus BozuukHosenus JIBC u ['BC,;

Kondurypanus cetu.

OpnHOpaHroBbIE CETH U CETH Ha OCHOBE CEpBEpa.

Tumnel TOKaIBHBIX CETEN U UX NEPCHEKTUBBI

Crapeiiiue ¢ uCII0JIb30BaHUEM KOMMYTUPYEMBIX JIMHUN (MOJAEMHAs CBA3b)
Tpamuuuonnsie Ethernet, Token Ring .1

CKOpOCTHBIE ONITOBOJIOKOHHBIE U OECIIPOBOHBIE CETH

CamocrositenpHas padora Ne 2
XapaKTepUCTHKH ceTel
ba3oBble 1 KOMOMHHPOBAHHBIE TOTIOJIOTUH CETH.
[IpoBoaHbIE 1 GECIPOBOIHBIE CETU
KananbHbli ypoBEeHb
CereBoil ypoBeHb
TpaHCcOpTHBIN YPOBEHB
CeaHCOBBII YPOBEHb
[IpencraBuTensCkuii ypoBEHb
[IpukitanHoOil ypOBEHB
PasnoBumnoctu 802.11

CamocrostenbHas pabora Ne 3

TCP/IP — npoToK0/ HHTEPHETA H COBPEMEHHbIX JIOKAJIbHBIX ceTei

JpaiiBepbl CETEBBIX aAlITEPOB.

OCHOBHBIE TIOHATHSA, NPUHUMUIBI B3aUMOJCHCTBHS, pa3inuus U
npocTpaHeHHbIX mpoTokosioB: TCP/IP, IPX/SPX.

YcTaHOBKa MPOTOKOJIOB B ONEPAMOHHBIX CUCTEMAX.

[TpuHIUTIBI paOOTHI MPOTOKOJIOB PA3HBIX YPOBHEH

Huarnoctuueckue yrunautsl TCP/IP

OcHOBHEBIE IMOHATHA, IPUHIUIIBL BSaHMOHeﬁCTBHﬂ, pasinuuia u 0COOEHHOCTH IMIPOTOKOJIOB:

IPX/SPX.
Pabora nporokonos creka TCP/IP: IP, ICMP, UDP, TCP

12

0CcO0EHHOCTH



NS

agrwpdE

N el oA el AN =

N

CamocrositensHas padbora Ne 4
OcBoenne 6a30B0ro GyHKIMOHAJA IS PadoThl ¢ pa3anynbivu Tuniamu Wi- Fi yerpoiicTs
Pa3znenenue ceTu: moaceTu U Macka MoOJCETH
[Mopsinok naznauenus IP-agpecon
Peanuzanus |P-mapmpytuzammu.
Otobpaxenue IP-anpecos

CamocrosrenbHas padorta Ne 5

. Hasnauyenmue IP agpecosn
Ceressle Texnomorun Windows;

Hcnons3osanue Wireshark mis mpocmoTpa tpaduka

VYcranoBka u Hactpoiika DHCP cepBepa mis HaznaueHust auHamudeckux IP anpecos
Pazpemenne uMEH Ha KIMEHTE

[TpocMOTp MaKkeToB pa3perieHusI UMEH

CamocrosrenpHas padorta Ne 6
Pa3pemenne uMéEH y3,10B ¢ ucnoJibzoBanuem DNS
VYcranoBka u Hactpoiika DNS cepBepa ains paszperieHust UMEH y3710B
Hacrpoiika B3aumoneiicteus mexxay DNS cepBepamu

CamocrostenbHas padota Ne 7

Pa3zpemenne umén NetBIOS ¢ ucnonb3zoBannem WINS
Mapuipyruszarop.

CereBoii nunto3. bpanamaysp
MapuipyTtusanus makeTos.
@uibTpanys MakeToB

CamocrosrenbHas pabota Ne 8

XapakTepuCcTHKH MapIIPYTH3aL UK
OCHOBBI MOHUTOPHUHTA CETH

Pazpemenne o6mux mpobdieM ceTeBOro B3auMoACHCTBUSA
OnpeﬂeneHHe NCTOYHHUKOB BO3ZHUKHOBCHUA HpO6J'IeM
0O0630p UHCTPYMEHTOB, UCTIOIB3YEMBIX JJISI YCTPAHEHUS HEMOJIAI0K

CamocrostenbHas pabora Ne 9
YnpasieHue ceTblo

Hacrpoiika mapmpyruzamun B Windows
Hacrpoiika mapmpyru3aiuu B Linux
[Ipumenenue npotokona RIP u TectupoBanue padbots! mpotokoia RIP

CamocrositenpHaas padora Ne 10.
IP Bepcuu 6

[Toctpoenue orcHOM JTOKaTBHOM CETH ¢ TOKIIOYeHHEeM K IHTepHeT;

Hacrpoiika IPV6 agpecannn Ha KOMIBIOTEpax J1a00paTOPHH
MOHUTOPHHT COCTOSIHUS CETE€BOM HHPPACTPYKTYPHI
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IlepeyeHb IMCKYCCMOHHBIX T€M JJIsl KPYIJIOT0 CTOJa
(IucKyccHuu, MOJIEeMHUKH, TUCITYTA, 1e0aTOB)
no qucuuminHe «KomnbloTepHubie ceTw»

Temsl 3cce
(pedeparos, 10KIIaI0B, COOOIICHHMIA)
Posbp KOMIIBIOTEPHBIX CETEN B MUPE TEIIEKOMMYHHUKALUH;
Nctopus BosHukHoBenus JIBC u I'BC
OBOMIOIUSA KOMIIBIOTEPHBIX CETEN
JlokanbHas CeTh C MOAKIIOYCHNEM K ceTH VHTepHeT
IIporpammHoOe oGecriedeHre KOMIbIOTEPHOH CEeTH
Ceressle TexHomorun Windows;
Hcnons3osanne Wireshark mis mpocmoTpa tpaduka
CerteBble uHTEpdEch
ITocTpoenue ohrcHOM JTOKaIBHOM CeTH ¢ MojKIoYeHneM K MHTepHeT
0. Kinaccudukanuss KOMObIOTEPHBIX CETEH
1. Tomosiorust KOMIIBIOTEPHBIX CETEN
12. Metozapbl focTyna K cpejie nepeiayn JaHHbIX
13. [TpunIums! paboTh MPOTOKOIOB PA3IMYHBIX YPOBHEH
14. MOHUTOPHHT COCTOSIHUSI CETEBOM HHPPACTPYKTYPHI
15. XapakTepucTuku JUHUM CBA3U
16. JlpaiiBepsI CETEBBIX aIalITEPOB.
17. TexHONIOTMH JTOKAJIbHBIX KOMIIBIOTEPHBIX CETEH
18. TexHonornu rI00aTBHBIX KOMIBIOTEPHBIX CETEH
19. OcHOBHBIE MOHATHS HHPOPMALIMOHHONM 6€30M1aCHOCTH
20. AIMHHHCTPUPOBAHHE CETH CPEICTBAMHU CETEBBIX OTIEPAIIMOHHBIX CHCTEM

RBoOoo~NoOhwNE

KoM1uiekT TecToB (TECTOBBIX 3aJaHUil) IO JUCIUIUINHE
«Opranu3alioHHO-TIpaBoBOe obecnedyeHne HHHOpMaIMOHHON 0€30IacHOCTH
1.Kakue npoToKoJIbl OTHOCSTCS K TPAaHCIOPTHOMY YPOBHIO YETHIPEXYPOBHEBOM MOJIENHN CTeKa
npotokosioB TCP/IP?
a. ARP
b. TCP
c. UDP
d. IP
e. ICMP
f. BeiOepuTe Bce MpaBUIIbHBIC OTBETHI
2. [lepeuncnure pyHKIMH cepBepa. ..

a. MpUHUMAET HHPOPMALIUIO, KOTOPYIO HY>KHO MEPEecsIaTh OT OJHOI0 KOMITBIOTEpPa K
Apyromy

b. PETUCTPUPYET KOMIIBIOTEPHI B CETH

C. YIpaBIseT KOMIIBIOTEPAMH B CETH

d. XPaHUT JIaHHbIE 0 KOH(UTYpaIMK CETH, a TAKKE COBMECTHO UCIIOIb3YEMbIE€ IPOrPaMMBI

3. Uro mpotokoin IPSec nobapmnsier k makeram Ajs ayTeHTU(DHUKAIMU JaHHBIX ?
a. 3arojoBok ayreHTu(ukanuu (3aroaoBok AH)
b. 3arosioBok moanucu (3arosioBok SH)
C. 3aroyioBoK aBTOpHU3anuu (3aroioBok AvH)
d. 3aronoBok nudpooii moanucu (3arosoBok DSH)
4. KomnbroTepHas CeTb 3TO —
a. TpyIMIa KOMIBIOTEPOB CBA3AHHBIX MEX1Y COOOH C MOMOILBIO BUTOM Maphl
b. Tpymnma KOMIBIOTEPOB CBSI3aHHBIX MEXKIY CO00I U 0OMEHMBAIOIINXCsl HHDOpMAaLUEi
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0.

rpyIa KOMIIbIOTEPOB 0OMEHHUBAIOIINXCSI HH(MOpMaITeit

rpyIna KOMIBIOTEPOB CBSI3aHHBIX MEX]Ty COOOM

5. TexXHONOTHs «KIHEHT-CEPBEP» MO3BOJISIET:

YBEJIIMYUTH MIOTOKU HMH(POPMAIIMH B CETH 3a CUET BHIOOPKH Ha CepBepe
CHU3UTH 3aTPAThl HA OPraHU3ALIUIO CETU

OpPraHU30BaTh KOPPEKTHOE XpaHEHUE HHPOPMAITIH

YIOPSI0YUTH PabOTy C JAHHBIMU Ha CEpPBEPE 3a CUET MPUMEHECHHUS JISIICHTPATH30BAHHBIX
CPEJICTB YINPaBJICHUS TOCTYIIOM

6. [IpuaMMaeT Bce COOOIIEHUS, IMOCTYMUBIIUE 110 KAHATY CBS3HU, H OTOUPAET T€, KOTOPBIC
aJpeCcoBaHbl JaHHOMY KOMITBIOTEPY:

CETEBOM azanrep

MYJIbTUILIEKCOP

MOCT

CETeBOM JipaiiBep

[Iporpamma, B3aMOIEHCTBYIOIIAS C CETEBBIM aaNTEPOM, HA3bIBACTCS:
MYJIBTUIUIEKCOP

nepenaroias cpeaa

CETeBOM JipaiiBep

CETEBOM ajanrep

MOCT

B 3aBucumocTu OT pa3MepoB pa3anuyaroT:

TUOpUJIHBIE CETH

CETH YHUBEPCUTETOB

TOPOJICKHE CETH

JIOKaJbHBIE CETH

I00aTbHBIE CETH

[IpaBuna nepenayu CUTHAJIOB B CETSAX HA3bIBAIOTCS:

OpaHIMay’poM

Tpadukom

MOCTOM

KOJIJIU3UEN

MIPOTOKOJIOM

CepBepsl ObIBAIOT:

BBIIETICHHBIMU

HE BBIJICTICHHBIMU

o0IMMH

000Cc00JIEHHBIMU

. Hpouecc MMPOXOKIACHUA CUTHAJIOB IO KaHAJIaM CBA3H HA3bIBACTCS:

uHTepdeiicom
OpaHIMay>’poM
TpapuKoM
MIPOTOKOJIOM

. HepetmanTe MNpEeuMynie€CTBa, KOTOPBIC MPEAOCTABIACT KOMIIBIOTCPHAA CCTh!:

T0JIb30BATENH MOJIY4al0T JOCTYN K HHPOPMAINH B PEKUME pealbHOIO0 BpEMEHH!
o0ecreYrBaeTCs OTHONOIb30BATEIbCKUN PEXKUM

YIpaBISIONIUE IEHCTBUS HAa pab0YNX MECTAX BBIMOJHAIOTCS [0 €IMHBIM MTpaBUIaM
BO3MOKHO COBMECTHOE HCIIOJIb30BaHUE JIFOOBIX YCTPOHCTB

. Cepsep, cimyxaiuii 1y xpaHeHus ¢aiioB, KOTOpbIE UCIOIB3YIOTCS BCEMU PaOOYNMHU

CTaHIIUAMM, HA3bIBACTCA:
BBIYMCIIUTEIIbHBIN CEPBEP
JIMCKOBBIN CEpBEP

CepBep TENEKOMMYHUKALUI
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d. daiioBsIit cepBep
14. Y3en ceTH, ¢ TIOMOIIBIO KOTOPOTO COCTHUHSIOTCS JIBE CETH, IIOCTPOSHHBIE 0 OJNHAKOBOI

TEXHOJIOTHHU:

a. I3

b. wmocr

C. MapupyTH3aTOp

d. MyabpTHIUIEKCOD

e. xab

15. CereBoii azpec y3i1a B KOMIIBIOTEPHOM CETH, MIOCTPOEHHOMU 10 IpoToKoiy |P, Ha3piBaeTcs:
d. JOMCHHOC MM

b. IP-agpec

c. DNS - anpec

d. macka cetn

€. 103

16. K xoMIIOHEHTaM KOMITBIOTEPHBIX CETEH OTHOCSTCS:

pabouasi craHIus

(GyHKIMOHATILHBIN cepBEp

KaHaJI Tiepeiaynl JaHHBIX

pabouwii cepep

ceTeBoi Kabelb

7. Coemunsier ABe WK O0Jiee CETe, IIOCTPOCHHBIX, B TOM YHUCIIE, [0 Pa3HBIM TEXHOJIOTHSIM.
XpaHUT TaOJIUILy aJIpecoB BCeH CeTeBOM MHPPACTPYKTYPHI:

PO QO o

a. MYJIBTUILUIEKCOP

b. xab

C. MocCT

d. mwmo3

€. MapupyTH3aTop

18. I1pu nepenaye coobIIEeHHsI, OHO XPAHUTHCS B Oydepe, oKka He OCBOOOAUTHCS KaHAIl CBSI3H,

TOJIBKO ITOCJIC 3TOIO ... ICPEAAcT COO6HI€HI/I€ Ha JIUHHUIO CBA3U

a. MOCT-MYJbTHILUIEKCOD
b. mepenaromas cpena
C. MoOCT
d. cereBoii amanTep
€. CeTEeBOH apailBep
19. Mudopmaiius B KOMITBIOTEPHBIX CETSX MEPEIacTCs 10 KaHajlaM CBSI3U B BHJIE OT/ICJIbHBIX:
d. JaHHBLIX
b. xommusmii
C. COOOIIECHMI
d. mocnanwuit
€. IaKeTOB
20. CepBep, KOTOPBII MPETOCTABISCT BHEIIHIOW MaMSITh APYTMM KOMITBIOTEpaM CETH, Ha3bIBAIOT:
a. JIMCKOBBIW CEpBEP
b. cepBep TeneKOMMYHHKAIIHIA
C. TOYTOBBIN CEPBEP
d. daiioBeIit cepBep
€. BBIYHCIIMTEIBHBIN CepBEp
21. YUTo 13 npeio’KeHHOT0 BXOIUT B IMPOIIETypy co-riacoBanus IPSec?
a. Tomnpko cormamenue 0e3omacaoctu ISAKMP
b. Cornamenue 6e3onacaocty ISAKMP u onsO cornma-menue 6e3omacaoctu IPSec 1.
c. Cornamenne 6e3onacuoctu ISAKMP 1 nBa corma-mmenus 0ezomnacaoctu IPSec
d. Toabko nBa cornamenus 6ezonacuoctu IPSec

22. TIporoxon ESP u3 IPSec:
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a. O6ecneurBaeT TOIHLKO KOHPUACHIIMATBHOCTD COOO-TIICHUS

b. OGecrnieunBaer TOJNIBKO ayTEHTU(HUKALNIO TAHHBIX

€. O6ecneunBaeT KOH(MUICHIIUATLHOCTh M ayTEHTU(U-KAITUIO COOOITICHUS

d. He obecrnieunBaeT HU KOH(PHICHIUATBHOCTD, HU Ay TCHTU(HKALIUIO

23. BupTryanbHbIe YaCTHBIC CETH:

a. [TepenaroT yacTHbIC JaHHBIE 110 BBIACICHHBIM CETSIM

b. MHKancyTupyoT 4acTHbIE COOOIICHHUS U TIEPEIAI0T UX 10 OOIIECTBEHHON CETH

. He ucnone3yrorcs knueraramu Windows

d. Moryt ucrons3oBarbes ¢ mpotokoixamu L2TP wiu PPTP

24. OcHoBHable oTInyus MPoToKosioB L2TP u PPTP cocrost B cneayromem (BeiOepUTe BCe
BO3MOYKHbBIE

BapHaHTHI):

a. [Tporokon L2TP oGecnieunBaet He KOH(DHUIACHIMAIB-HOCTD, @ TOJIBKO TYHHEITUPOBAHUE
b. IIpotokon PPTP ucnons3yercst ToIbKO A7st TyHHEH-poBanus TCP/IP

c. [Ipotokon L2TP moxet ucnonb3oBatbes co cinyxk6a-mu [PSec, a nporokon PPTP
UCTIOJIB3yeTCs

CaMOCTOSI-TEIHHO

d. ITporokon PPTP nmopnepxuBaeTcs KpymHEHIIUME TIPOU3BOAUTEISIMH, a ipoTokon L2TP
SBIISICTCS

cTaH-gapToM Kopropauuu Microsoft

25. Ciryx0a, ocymiecTBISIIOIIas IPHCBOCHHUE peanbHbIX [P-agpecoB y3maM 3akpbITON PUBATHON
cerw,

Ha-3BaeTCs:

a. NAT

b. PAT

c. Proxy

d. DHCP

e. DNS

26. IIpaBuia, mpuMeHseMble B OpaHIMay3pax, M03BO-JISAIOT:

a. CHauasia 3anpeTuTh BCe JeMCTBUS, TIOTOM pa3peliaTh HEKOTOpbIe

b. CHavana pa3penuTs Bce ICHCTBUS, TOTOM 3alpe-IiaTh HEKOTOPbIC

c. [TepenaBath coobuieHust Ha 00pabOTKY APYTUM MPHU-TOKEHUSIM

d. [lepenaBats Komuu cOOOIICHHIA HA 00PAOOTKY IPY-THM MPUIIOKESHHIM

27. Ha kakoM 13 4eThIpeX YpoBHe# Mozenu cteka npotokonoB TCP/IP k nepenaBaemoit
nHbopMa-1IuH 100aBIISIETCS 3arojoBOK, coaepxariuii mome T TL (time-to-live)?

a. Ha yposue npunoskennii (application layer)

b. Ha tpancnioptHOM ypoBHe (transport layer)

c. Ha cereBom yposae (internet layer)

d. Ha xanansrom yposae (link layer)

28. Ha kakoM ypoBHE 4eThIPEXypOBHEBOM Mojen cTeka nmpoTokonoB TCP/IP paboraer ciyx6a
DNS?

a. Ha Yposue npunosxenwuii (application layer)

b. Ha TpancnioptaoM yposHe (transport layer)

c. Ha MexcereBom ypoBHe (internet layer)

d. Ha Kanansaom yposse (link layer)

29. Kakoii TpaHCIIOPTHBIN MTPOTOKOJ UCTIONB3yeTcs npoTtokoioMm Simple Mail Transfer Protocol
(SMTP)?

a. TCP

b. UDP

c. ICMP

d. Hu oauH 13 nepednciieHHbIX

30. HazoBure orinums koHueHtpatopoB (hub) or kommyTtaropoB 2-ro ypoHs (Switch).
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a. KommyraTops! paboTaroT Ha 60see BBICOKOM ypoBHE Mojienu OS|, uemM KOHIIEHTPAaTOPhI
b. KomMyTaTopsl He MOTYT YCHJIMBATh CUTHAJ, B OTJIM-YHE OT KOHIICHTPATOPOB

¢. KommyTaTopsl n30upaTenbHO PETPAHCIHPYIOT U-POKOBEIIATEILHBIC KA PhI,
KOHIIEHTPATOPHI

nepeaa-foT MUPOKOBEIATeNbHbIE Ka/Iphl HA BCE CBOM MOPTHI

d. Kommyrarops! ananu3upyrot [P-ajapeca Bo BXO/S-111eM MaKeTe, a KOHIIEHTPATOPbI
aHAIIM3UPYIOT

MAC-aapeca

31. B onmcanuu npaBmi i MexceTeBoro skpana FreeBSD neiicteue fwd o3nauaer:

a. YCTaHOBJICHUE BEPOSATHOCTH COBEPIICHUS ICHCTBHS

b. Umuraruio 3a1ep:Kku akKeToB

c. [lepenanpaBneHue makeToB Ha 00pabOTKy APYron MporpaMme

d. IlepenanpapiieHre MaKETOB HA IPYrou y3ei

32. Bribepute BEpHOE YTBEPKICHHUE:

a. [Iporokon L2TP He nMeeT BCTPOSHHBIX MEXaHU3MOB 3aIlIUThl HH(OPMAITUH

b. ITporokon L2TP He npumensiercst npu co3nannu VPN

c. [Ipotokon PPTP Gonee pynkunonansubril u rudkuii yem L2TP, HO TpeOyeT Goliee CIoKHBIX
HACTPOEK

33. Ciryx6a IPSec moxeT OBITH UCTIONB30BaHa:

a. Tonbko pyist mmdpoBanus

b. Toabko mist ayreHTH)UKAIH

. lns ayreHTrduKanuy ¥ muppoBaHus

d. He MosxeT OBITh HCITOIB30BAHMS HU IS IU(POBAHUS, HH 1S ayTeHTUUKAIIN

34. bactuon — 370!

a. ['pynna cepBepoB KOPHOPaTUBHON CETH, MPEIOCTAB-IISIONIAS CEPBUCHI y3]IaM BHEIIHUX CeTel
CEeTSIMH

C. KOMITJICKC almnapaTHBIX W/WIHA MTPOTPAMMHBIX CPEJICTB, OCYIIECTRBIISIONINA KOHTPOIIb H
GUIBTPAIUIO TPOXOSAIINX YePE3 HErO CETEBBIX MAKETOB B COOTBET-CTBHH C 3a/IaHHBIMU
MIpaBHIAMHU

35. «3JI0yMBITIIEHHUK TeHEPUPYET MUpoKoBemia-Teababie [CMP-3ampockl oT nMeHH
aTaKyeMoro

y351a». DTO ONKCaHUE METO/A:

a. MackapaauHr

b. Cmepdunr

C. AKTUBHasI UMHUTALIUS

d. ITaccuBHas HMHTAIHS

36. B mesxxcereBoM 3kpane FreeBSD neiicTBue reject coorBeTCTBYET JEHCTBHIO

a. unreach net

b. unreach host

C. unreach port

37. Ilpotokon RIP:

a. He nMeeT MexaHu3Ma mpeIoTBpaICHHS 3allHKINBA-HUS

b. ImeeT npocToii 1 He 3G (GEeKTUBHBINA MEXaHU3M NPEAOTBPAIICHUS 3aI[MKIHBAHIS

C. Imeet BBICOKOA((hEKTHBHBIN MEXaHU3M IPEIOTBPA-IICHUS 3aIIUKIINBAHUS

38. Kakoii mpoTOKOJI CITY)KHUT, B OCHOBHOM, JJIs TIepe-1audl MYIbTUMEIUHHBIX TaHHBIX, TJe
BaYKHEE CBOEBPEMEHHOCTD, a HE HAJC)KHOCTh JIOCTABKH.

a. TCP

b. UDP

c. TCP, UDP

39. IIpoTokoi nepenayn KOMaH I M COOOIIEHH 00 ommoKax.

a. ICMP

b. SMTP
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c. TCP

40. C noMouibIo Kakoil KOMaHbl MOKHO MPOCMOTPEThH TabIUIy MapIIPyTH3AIUN
Route
Ping
Tracert

41. Yro o3nauaer MAC-aapec
IP-anpec kommproTEpa
Ou3nYECKUil agpec
AJlpec KOMIIBIOTEPa BO BHEIIIHEHN CETH

42. Kakoii mOpT MOKET UCIOIB30BATHCS KIMEHTOM (CO CBOEH CTOPOHBI) MPHU MOAKIIOUEHHH K
Web-cepeepy
80
1030
0501

43. O60011IeHHas TeOMEeTpUIECcKas XapaKTePUCTUKA KOMIIBIOTEPHON CETH — 3TO:
+ Tononorus cetu
- CepBep ceTn
- Y 1aneHHOCTh KOMIIbIOTEPOB CETU

44. T'1o6anpHOI KOMIBIOTEPHOH CETHI0 MUPOBOTO YPOBHS SIBIISICTCS:
+ WWW
- E-mail
- UnTpaner

45. OCHOBHBIMU BHJIaMU KOMIIBIOTEPHBIX CETEH SBISIOTCS CETH:
+ JIOKaNbHBIE, TII00ATBHBIE, pErHOHATbHBIC
- KJIMEHTCKHE, KOPIIOPAaTUBHBIE, MEKTyHAPOIHbIE
- COIMaJIbHBIE, pa3BleKaTebHbIE, ON3HEC-OPUEHTUPOBAHHbBIE

46. TIpoTOKOJ KOMIIBIOTEPHON CETH - COBOKYITHOCTB:!
+ IIpaBui1, pernaMeHTUPYIOIIMX IPUEM-TIEpeady, aKTUBALIUIO JaHHbBIX B CETH
- DNEeKTPOHHBIN JKypHa JUIsl IPOTOKOJINPOBAHUS JEUCTBUM MOJIb30BATENEN CETH
- TexHUYECKHX XapaKTEepUCTHUK Tpaduka ceTn

47. OCHOBHBIM Ha3HaUE€HUEM KOMIBIOTEPHOIN CETH SIBISETCS:
+ CoBMECTHOE yJJaJIECHHOE MCII0JIb30BAaHUE PECYPCOB CETH CETEBBIMU I0JIb30BATEIAM
- dusnueckoe coeTMHEHNE BCEX KOMIIBIOTEPOB CETH
- CoBMeCTHOE pellIeHre pacipeIelIeHHOH 3a1a4y M0JIb30BaTENsIMU CETH

48. V3J10BBIM B KOMITBIOTEPHOM CETH CITY)KUT CepBep:
+ CBsi3pIBatoIIME OCTAJIbHbIE KOMIIBIOTEPHI CETH
- Pacnoyraraemslii B 37aHUU TJIaBHOTO Ohrca CETEBOM KOMIAHUHU
- Ha koTopom pacnosaraercst 0a3a ceTeBbIX TaHHBIX

49. K 0CHOBHBIM KOMITOHEHTAM KOMITBIOTEPHBIX CETEH MOYKHO OTHECTH BCE MEPEUHCICHHOE:
+ CepBep, KIMEHTCKYIO MallIMHY, ONEPAaIlMOHHYIO CUCTEMY, JINHUU
- O¢ucHblif makeT, TOUKY JOCTYMA K CETH, TeJIe()OHHBIN Kabellb, XOCTUHT-KOMITAHUIO
- Ilonmp30BaTesiel ceTH, CaiThl, BeO-Mara3uHbl, XOCTUHI-KOMITAHHO

50. [IepBble KOMIBIOTEPHBIE CETH:
+ ARPANET, ETHERNET
-TCP, IP
- WWW, INTRANET

51. Tlepenauy Bcex TaHHBIX B KOMIBIOTEPHBIX CETAX PEATU3YIOT C IIOMOILBIO:
+ CeTeBbIX IPOTOKOJIOB
- CepBepa maHHBIX

- E-mail
52. O6men wuH(popManmeil MeXAy KOMIBIOTEPHBIMH CETSAMH  OCYLIECTBISIOT — BCeria
HOCPEICTBOM:
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53.

54,

55.

56.

S7.

58.

59.

60.

61.

+ He3aBucuMbIx HeOOIBIINX HAOOPOB JTAHHBIX (TTAKETOB)

- [ToGaiiTHO HEe3aBUCUMOH Mepeaun

- OuepeTHOCTH MO TUTEIBHOCTH PACCTOSIHUS MEXAY Y3JIaMu

+ CyTHHKOBas CBSI3b, ONITOBOJIOKOHHBIE KabelH, Tee()OHHbIE CETH, painopeieiiHast CBS3b
- Kananamu cBsI31 B KOMITBIOTEPHBIX CETSX SBIIAIOTCS BCE NIEPEUUCIEHHOE B CITUCKE:

- ClyTHHMKOBasI CBSI3b, COJTHEUHBIE JIy4d, MATHUTHBIE 110JIsA, TeIe()OoH

- CiyTHUKOBas CBA3b, HH(PaKpaCcHbIE YU, yITPAPHOJIET, KOHTAKTHO-peNieiiHas CBsI3b
KommbrotepHas ceTb — COBOKYITHOCTD:

+ KoMnb10TepoB, NPOTOKOJIOB, CETEBBIX PECYPCOB

- KomnbsroTepoB, nosib3oBaresneid, KOMIaHU U UX PECYpPCOB

- KomnbroTepos, cepBepoB, y3710B

B koMmmbroTepHO# ceTH paboyvasi CTaHIIUs — KOMIIBIOTED:

+ CraunoHapHbIi

- PaGoTraroiuii B 1TaHHBIA MOMEHT

- Ha cTranuuu nprema ciyTHUKOBBIX JAHHBIX

CocraBnsronye KOMIbIOTEPHON CETH:

+ CepBepbl, IPOTOKOJIbI, KIIMEHTCKUE MAILIMHBI, KaHAJbI CBSA3H

- Kitnenrckue koMnbroTepbl, cMapTdoHsl, mianmers:, Wi-Fi

- E-mail, TCP, IP, LAN

JlokanbHasi KOMIIBIOTEpPHAs CETh — CE€Th, COCTOSINAs U3 KOMIIBIOTEPOB, CBA3BIBAEMBIX B
pamKax:

+ 0JJHOTO yupeXJieHus (Ero TEppUTOPUATBHOIO OObEINHEHUS)

- WWW

- OJIHOU ropojia, paiioHa

CereBoe NpUIIOKEHNE — IPUIIOKEHHE:

+ Ka)/1as 4aCTb KOTOPOT'O BBHIMOJIHUMA Ha KaK/I0M CETEBOM KOMIIbIOTEPE

- pacnpeeneHHoe

- YCTaHaBJIMBaeMoe JIJIsl padOThI [T0JIb30BATEIEM CETH Ha CBOM KOMIIBIOTED

Haubonee mnonHo, npaBUiIbHO MEPEUNCIEHbl XapaKTEPUCTUKH KOMIIBIOTEPHON ceTu B
CITHCKE:

+ KOMIBIOTEPHI, COEAMHEHHbIE OOIIMMU NPOrpaMMHBIMH, CETEBBIMU peECypcaMmu,
MIPOTOKOJIAMU

- COBOKYIHOCTb OJJHOTHUITHBIX (110 apXUTEKTYPE) COETUHAEMBIX KOMIIBIOTEPOB

- KOMIIbIOTEPHI KAKIBIA U3 KOTOPBIX JOJKEH COETMHATHCS U B3aUMOJIEHCTBOBATD C IPYTUM
Cerb, pa3pabaTbiBaeMasi B paMKax OJHOTO YUPEXKJICHUS, IPEANPUATUS — CETh!

+ JIOKaJIbHAas

- ro0anbHas

- UuTpaner

MapupyTuzarop — ycTpolcTBO, COEANHSIONIEE Pa3IMUHBbIE:

+ KOMIIBIOTEPHBIE CETU

- 110 APXUTEKTYpe KOMITbIOTEPHI

- MapUIPyTHI Iepeaayn aapecoB s e-mail

JlokanpHYIO KOMIIBIOTEPHYIO CETh 0003HAYAOT:

+ LAN

- MAN

- WAN

['moGanbHyI0 KOMIIBIOTEPHYIO C€Th 0003HAYAIOT:

+ WAN

- LAN

- MAN

VYKaxure Kakou TOIOJIOTUH HE CYIIECTBYET:

+ MOPCKO y3el
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62.

63.

64.

65.

66.

67.

68.

69.

70.

+ cosHeYHOU

- 3Be3/1a

- IepeBO

PernonanbHast ceTh CBA3bIBAET A0OHEHTOB, PACIOJI0KEHHBIX

+ BHYTpH OOJIBIIOT0 ropojia, 3KOHOMHUYECKOIO PErHoHa,

+ BHYTPH OTIEJIBHOMN CTpaHbl

- B Pa3JIMYHBIX CTPaHaX, Ha Pa3JIMYHbIX KOHTUHEHTAX

- B IIpeJiesiax HeOOoJIbIION TepPUTOPUU

®DainoBbIi cepBep

+ OTBeYaeT 3a LEHTPAIIM30BaHHOE BbIJICIEHUE PECYPCOB (pailioB

+ BemonHseT GyHkiun ynpasienus JIBC, oTBeuaeT 3a KOMMYHUKAIIMOHHBIE CBSI3U, XPAHHUT
¢aitnel, paspensembie B JIBC, u mpenocraBisieT JOCTYIl K COBMECTHO HCIIOJIB3YyEMOMY
JTUCKOBOMY IIPOCTPaHCTBY

- OTBEYAeT 3a LIEHTPAIM30BaHHOE BBIJEJIEHHE PECYPCOB K 6a3aM JaHHBIX

- YOpPaBJISET ACUCTBYIOLUIMMH B CETHU CITY>KOaAMH 3JIEKTPOHHOM MTOUTHI

Meton napuTeTa MOXKET ONPEACIUTS:

+ HEYETHOE YHCIIO OMIHOOK

+ Oropxet 1P nexozst u3 oueHku Or0/pkeTa KOHKYPEHTOB

- M000e YUCIIO OMUO0K

- YETHOE YMCJIO OIIHOO0K

Jns mepemadnm  KakuxX —cooOmeHuid dS¢((eKkTuBeH JararpaMMHBIA METOA MaKeTHON
KOMMyTauuu?

+ 171 nepeaud KOPOTKUX COOOIEHUI

+ He TpeOyeT rpOMO3/IKOH MPOLelypbl YCTAaHOBICHUS COEMHEHUS MEX 1y aDOHEHTaMU
- JUIs IepeAayy JUIMHHBIX COOOLeHUH

- TS TIepeIauu JHOOBIX COOOIICHU I

SMTP (Simple Mail Transfer Protocol) — ato

+ MIPOTOKOJ 00CITY’)KUBAaHUS JEKTPOHHOM MOYTHI

+  CTaHJApTHBIM  KOMMYHMKAallMOHHBIM  IpoTokon  MHTepHera s mepenadu
3JIEKTPOHHOMU MOYTHI.

- IPOTOKOJI NEPECHUIKH (ailioB

- IPOTOKOJ 0OMEHA TUIEPTEKCTOBOM HHpOopManuei

YTo Takoe «KOMIBIOTEPHAsS CETh)?

+ IpyInna KOMOBIOTEPOB, COETUHEHHBIX IMHUSMU CBSI3U

+ porpaMMHO-amNnapaTHbIi KOMIUIEKC, 00eCTIeYnBalOIUil aBTOMaTU3UPOBAaHHBIA 0OMEH
JAHHBIMU MEX]y KOMIIBIOTEPAMH 10 KaHalaM CBSI3U

- 3JIEKTpUUECKUEe Kabenu + KOMIbIOTED;

- ONITOBOJIOKOHHBIN Kabenb + KOMIIBIOTED;

Cerb, T11€ HET CIELMAIIBHO BBIAEIEMOr0 CEpBEPA HA3bIBAETCS:

+ OJTHOpaHrOBOM

+ NUPUHTOBOM

- HE IPUBSI3aHHOU K CEpBEPY

- OJIHOYPOBHEBO

K OCHOBHBIM KOMIIOHEHTaM KOMITBIOTEPHBIX CETEN MOKHO OTHECTHU BCE MEPEUUCIEHHOE:
+ cepBep, KIUECHTCKYIO MaIINHY,

+ OINlepalliOHHYIO CUCTEMY, JTUHHUH

- 0(pHCHBIN TAKET, TOUKY JOCTyNA K CETH, TEIePOHHBINA Kabelb, XOCTUHT-KOMIIaHUIO

- TI0JIb30BaTeNel CeTH, CailThl, BeO-Mara3uHbl, XOCTUHT-KOMITAHUIO

IlepBble KOMIIBIOTEPHBIE CETH:

+ ARPANET,

+ ETHERNET

- TCP, IP
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0.
. MocTtsl. KommyTaTopbl
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21.
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24.
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26.
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28.
29.
30.
31.
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71. - WWW, INTRANET

KoHTpo/IbHO-0LleHOYHBIE MAaTEePHAJIbI IJIA IPOMEKYTOYHOI0 KOHTPOJIA
Bomnpocsl Kk 3k3amMeny
no yuyeOHoi qucunnianne « KomnbrorepHubie ceTm»
DBOJIIOLHS KOMITBIOTEPHBIX CETEH
IIpuMeHeHre KOMIIBIOTEPHBIX CETEN
JlokanbHasi ceTh C MOJKIIOUYEHUEM K ceTu MHTepHeT
OCHOBHBIE NTOHATHS U ONPEJEICHUS KOMITBIOTEPHBIX CETEU
[IpoBoiHBIE KOMITBIOTEPHBIE CETH.
CrannmapTsl kabenei
becnipoBoaHas cpena.
MoOwbHBIC CETH.
CereBble afanTepsl.
KonuenTtparopsl, nx Ha3HaYeHHE U KJIacCUPUKAIMS.

XapakTepucTuKa Ipolecca rnepeiadu J1aHHbIX

CxeMma JIOKaJIbHOM CeTH yUpexKJIeHHs C BbIJICICHHBIM CEPBEPOM

AmnmnapaTtHoe obecrieueHre KOMITBIOTEPHON CeTH

[TporpammHOe oOecriedeHre KOMITbIOTEPHOM CEeTH

CereBble nHTEpdEHCHI

dusnueckas rnepenava JaHHBIX

[IpuHIUIBI TAKETHOW Nepeiaun JAHHBIX

[Tonstue cereBoit Mopenu. CereBast moaenb OSI

Mogens TCP/IP

KananpHslil ypoBeHns CeTeBoil ypoBEeHb

TpancnopTHslii ypoBeHb CEaHCOBBII YPOBEHb

IIpencraBurensckuii ypoBeHs [IpuknanHon ypoBeHb

PasnoBuanoct 802.11 n Byaymiee texuomnorun Wi-Fi

dusnveckuii ypoBeHb TexHogoruu Wi-Fi B atanonnoi mogenu OS| Wi-Fi crannapra G
Knaccugukanus KOMIBIOTEPHBIX ceTei

Tononorus KOMIBIOTEPHBIX CETEN

MeTtobl ocTyna K cpesie nepesadyn JaHHbIX

CereBas monens OSI/ISO

Jpyrue ceteBble MOJEIH

[IpuknaaHble ceTeBble MPOTOKOIbBI

SMTP/POP3/IMAP — 1ouToBbI€ TPOTOKOJIBI

SMB/CIFS — ¢aitnooOMeHHBIN TPOTOKOJ CETH

Microsoft HTTP/HTTPS — ocHoBHoii mpotokou st Web 1.x-2.X FTP — daiinooomeHHbI#
npotokon B HTepHeTe

OcHoBbl MapmipyTH3anuu B cetsix TCP/IP

Cayx06a momeHHbIx nMeH — DNS Jlunammueckoe pacripenenenue IP-anpecos Tadmuma ARP
Tunel noncereit

CraTtrueckasi MapIuIpyTH3AIHS

JluHaMu4ecKkas MapIpyTH3aIHs

OCHOBHBIE MTOHSTHS CETEBBIX MPOTOKOJIOB

Oco0eHHOCTH pacIpOCTPAHEHHBIX CETEBBIX MPOTOKOJIOB

[TpuHIUIIBI paGOTHI TPOTOKOJIOB PA3IUYHBIX YPOBHEH

XapaKTepUCTUKU JIMHUM CBSI3H

JIpaiiBepsl CETEBBIX a1allTEPOB.

OCHOBHBIE MIOHATHS, IPUHIUIBI B3aUMOACHCTBUS, Pa3IniyMsl U 0OCOOEHHOCTH pac-
npocTpaHeHHbIX mpoTokosoB: TCP/IP, IPX/SPX.
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47.
48.
49.
50.
51.
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53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

YcTaHOBKa MPOTOKOJIOB B OMEPALIMOHHBIX CUCTEMAaX.
[TpuHIHIB pabOTHI MPOTOKOJIOB PA3HBIX YPOBHEH
Juarnoctuueckue yrumuatsl TCP/IP

Pexumbl pabOTHI TOUKM AOCTYIIA, UX HACTPOIKA U IPUMEHEHHE
Pexxum Ad Hoc wiu pesxxum «Touka-Toukay

Pexum Infrastructure Tomonorus cereir Wi-Fi

be3onacHoCTh O€CIIPOBOIHBIX CETEH

Crpykrypa IP agpeca. Anpecamnus B UHTepHeT

Craruueckue u quHamuueckue IP agpeca.

[TpoTokon auHamMu4eckoit koHpurypamuu xocroB DHCP
Ycranoska DHCP cepsepa

Hacrpoiika o61actu DHCP Hactpoiika mapamerpo DHCP
Anpecanus B ceTsx

MapuipyTtu3zaius nakeTos

CereBble yciiyru

TexHoIOrnN TOKATBHBIX KOMITBIOTEPHBIX CETEH

TexHonOrHM TTI00ATEHBIX KOMITBIOTEPHBIX CETEH

OcHoBHBIE TOHATHS HH)OPMAITIOHHON 0€301TaCHOCTH
AJMUHUCTPUPOBAHUE CETU CPEJICTBAMU CETEBBIX OMEPAI[HOHHBIX CUCTEM
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